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1. Background
• Branch coverage guidance fuzzing (e.g. AFL)
• Memory consumption bugs

2. Approach

3. Evaluation
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Outline
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Background
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Branch coverage guidance

Initial: 
(En, B1):  00000000 (B1, B2):  00000000
(B2, B3):  00000000 (B2, B4):  00000000
(B4, B2):  00000000 (B3, B5):  00000000
(B4, B5):  00000000 (B5, Ex):  00000000

Final: 
(En, B1):  00000001 (B1, B2):  00000001
(B2, B3):  00000001 (B2, B4):  00000000
(B4, B2):  00000000 (B3, B5):  00000001
(B4, B5):  00000000 (B5, Ex):  00000001

En → B1 → B2 → B3 → B5 → Ex

Suppose already know :
(En, B1), (B1, B2), (B2, B4), (B4, B5), (B5, Ex)

New branches



2022/10/23 PAPER READING 5

Branch coverage guidance

Initial: 
(En, B1):  00000000 (B1, B2):  00000000
(B2, B3):  00000000 (B2, B4):  00000000
(B4, B2):  00000000 (B3, B5):  00000000
(B4, B5):  00000000 (B5, Ex):  00000000

Final: 
(En, B1):  00000001 (B1, B2):  00000001
(B2, B3):  00000000 (B2, B4):  00000010
(B4, B2):  00000001 (B3, B5):  00000000
(B4, B5):  00000001 (B5, Ex):  00000001

En → B1 → B2 → B4 →B2→ B4→ B5 → Ex

Suppose already know :
(En, B1), (B1, B2), (B2, B4), (B4, B2), (B4, B5), (B5, Ex)

New bucket number
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Bucket number calculation

1. static const u8 count_class_lookup8[256] = {  
2. [0]           = 0, // 00000000
3. [1]           = 1, // 00000001
4. [2]           = 2, // 00000010
5. [3]           = 4, // 00000100
6. [4 ... 7]     = 8, // 00001000
7. [8 ... 15]    = 16, // 00010000
8. [16 ... 31]   = 32, // 00100000
9. [32 ... 127]  = 64, // 01000000
10. [128 ... 255] = 128 // 10000000     
11.};
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Memory consumption bugs

Condition for bug: tens of thousands of recursive depth. 
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Memory consumption bugs

Condition for bug: generate inputs with a large subBox.length. 
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Approach
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Memory information guidance

Stack (Function) Memory Heap (Operation) Memory
Instrumentation Call/Return edge Standard library

Max mem consumption 
for input 𝑡𝑡 (execute path 𝑝𝑝)

𝑓𝑓𝑚𝑚𝑡𝑡 𝑜𝑜𝑚𝑚𝑡𝑡

Max mem consumption 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 𝑝𝑝 ← max
𝑖𝑖∈𝐼𝐼

𝑓𝑓𝑚𝑚𝑖𝑖 𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 𝑝𝑝 ← max
𝑖𝑖∈𝐼𝐼

𝑜𝑜𝑚𝑚𝑖𝑖

Update condition 𝑓𝑓𝑚𝑚𝑡𝑡 > 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 𝑝𝑝 ‖ 𝑜𝑜𝑚𝑚𝑡𝑡 > 𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 𝑝𝑝

Key insight: lead to more memory consumption.
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Dynamic seed updating
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Workflow

Initial: 𝑡𝑡𝑡, 𝑡𝑡𝑡, 𝑡𝑡𝑡

Fuzzing: 𝑡𝑡21, 𝑡𝑡22, 𝑡𝑡23, 𝑡𝑡24

new path larger memory 
consumption 

triggers memory 
consumption bugs 

Updated: 𝑡𝑡𝑡, 𝑡𝑡22, 𝑡𝑡𝑡, 𝑡𝑡21
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Evaluation
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Q1-Memory crashes 
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Q2-Memory consumption vulnerability 

New vulnerabilities:

8 uncontrolled-recursion 
vulnerabilities 

5 uncontrolled-memory-
allocation 

2 memory leak 
vulnerabilities 
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Q3-Memory leak evaluation
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Q4-Memory consumption evaluation
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Thanks
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