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Invalid Inputs also Cause Faulires of Programs
• Inputs of programs could get corrupted (e.g., hardware failures, hardware 

aging, transmission errors)
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{ “ i t e m ” : “ A p p l e ” , “ p r i c e ” : * * 3 . 4 5 }

Fail to process

Invalidity



Prevalence of Invalid Inputs
• Eight programs with three input formats
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4% Crash

Lexing/parsing error in ANTLR[1]

[1] https://en.wikipedia.org/wiki/ANTLR



Shortcomings of Existing Practice
• Application-specific methods or input minimization
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{ “ i t e m ” : “ A p p l e ” , “ p r i c e ” : * * 3 . 4 5 }

Failing input

𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚

{

Minimum input triggering failure

Neither helpful for diagnosis nor a basis for data recovery



Generic Input Debugging
• Identifying which parts of the input data prevent processing

• Recovering as much of the input data as possible
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{ “ i t e m ” : “ A p p l e ” , “ p r i c e ” : 3 . 4 5 

Recovered input

}
4 



Maximizing Delta Debugging (Lexical)
• Two sets C√ and  C×
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{ “ i t e m ” : “ A p p l e ” , “ p r i c e ” : 3 . 4 5C×=

C√ =

* * }

𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 C× = Fail

𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 C√ = Pass



Maximizing Delta Debugging (Lexical)
• Goal: finding C√

′ such that C√
′ ⊂ C×, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(C√

′ ) = Pass, and Δ = C× − C√
′ is 1-

minimal
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{ “ i t e m ” : “ A p p l e ” , “ p r i c e ” : 3 . 4 5C√
′ =

Δ = * * 

}



Maximizing Delta Debugging (Lexical)
• Systematically maximizing the C√

′ by recursively invoking 𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚(C√
′ ,𝑛𝑛)

• Initially, C√
′ = ∅,  𝑛𝑛=2, Δ = C× - C√

′ = C×

• Key insight: splitting Δ into 𝑛𝑛 parts and trying to move some of them into C√
′
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Maximizing Delta Debugging (Lexical)
• 𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚 ∅, 2

10

Δ1= { “ i t e m ” : “ A p p l e ” , Δ2= “ p r i c e ” : 3 . 4 5* * }

∇1= C×-Δ1 Fail

∇2= C×-Δ2 Fail

Case 1: ∀ 𝑖𝑖, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(∇𝑖𝑖)=Fail, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(C√
′ ∪ Δ𝑖𝑖)= Fail, and 𝑛𝑛 < |C× − C√

′ |

Action:𝑛𝑛 = min( C× ,2𝑛𝑛) = 4

C√
′ ∪ Δ1 = Δ1 Fail

C√
′ ∪ Δ2 = Δ2 Fail



• 𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚(∅, 4)

Maximizing Delta Debugging (Lexical)
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Δ1= { “ i t e m ” : “ A p p l e ” , 

Δ3= “ p r i c e ” : 3 . 4 5* * }

∇1= C×-Δ1=

Fail∇2= C×-Δ2=

Fail

Δ2=

Δ4= 

∇3= C×-Δ3 =

∇4= C×-Δ4=

“ A p p l e ” , “ p r i c e ” : 3 . 4 5* * }

{ “ i t e m ” : “ p r i c e ” : 3 . 4 5* * }

Fail{ “ i t e m ” : “ A p p
p

l e ” , 3 . 4 5* * }

Fail{ “ i t e m ” : “ A p p l e ” , r i c e ”“ p :

Case 1: All Fail Action:𝑛𝑛 = min( C× ,2𝑛𝑛) = 8

C√
′ ∪ Δ1 = Δ1

C√
′ ∪ Δ2 = Δ2

C√
′ ∪ Δ3 = Δ3

C√
′ ∪ Δ4 = Δ4

Fail

Fail

Fail

Fail



• 𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚(∅, 8)

Maximizing Delta Debugging (Lexical)
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Δ6= * * 3 . 

∇6= C×-Δ6= Pass{ “ i t e m ” : “ A p p l e ” , r i c e ”“ p : 4 5 }

Action: C√
′ =∇𝑗𝑗=∇6, 𝑛𝑛 = 2

Case 2: ∃𝑗𝑗, ∀ 𝑖𝑖 < 𝑗𝑗, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 ∇𝑖𝑖 = Fail, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(C√
′ ∪ Δi) = Fail, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(∇𝑗𝑗) = Pass



• 𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚(∇6, 2)

Maximizing Delta Debugging (Lexical)
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Δ61= * * 

∇61= C×-Δ61= Pass{ “ i t e m ” : “ A p p l e ” , r i c e ”“ p : 3 . 4 5 }

Action: C√
′ =∇𝑗𝑗=∇61 , 𝑛𝑛 = 2

Case 2: ∃𝑗𝑗, ∀ 𝑖𝑖 < 𝑗𝑗, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 ∇𝑖𝑖 = Fail, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(C√
′ ∪ Δi) = Fail, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(∇𝑗𝑗) = Pass



• 𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚(∇61 , 2)

Maximizing Delta Debugging (Lexical)
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Δ611= * 

Fail

∇611= { “ i t e m ” : “ A p p l e ” , r i c e ”“ p : 3 . 4 5 }

Δ612= * 

*

∇612= { “ i t e m ” : “ A p p l e ” , r i c e ”“ p : 3 . 4 5 }*

Fail

Fail

Case 1: All Fail Action:𝑛𝑛 = min( C× ,2𝑛𝑛) = 3

C√
′ ∪ Δ611= ∇612

FailC√
′ ∪ Δ612= ∇611



• 𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚(∇61 , 3)

Maximizing Delta Debugging (Lexical)
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Δ611=

∇611= { “ i t e m ” : “ A p p l e ” , r i c e ”“ p : 3 . 4 5 }

Δ612= * 

* Fail

Δ613= * 

*

C√
′ ∪ Δ611= { “ i t e m ” : “ A p p l e ” , r i c e ”“ p : 3 . 4 5 } Pass

Action: C√
′ = C√

′ ∪ Δi= ∇61 ∪ Δ611 ,𝑛𝑛 = max(𝑛𝑛-1, 2)=2

Case 3: ∃𝑗𝑗, ∀ 𝑖𝑖 < 𝑗𝑗, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 ∇𝑖𝑖 = Fail,∀ 𝑘𝑘 ≤ 𝑗𝑗, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(C√
′ ∪ Δk) = Fail, 

𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(C√
′ ∪ Δj) = Pass



• 𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚(∇61 ∪ Δ611 , 2)

Maximizing Delta Debugging (Lexical)
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Δ𝑎𝑎= * Δ𝑏𝑏= * 

∇𝑏𝑏= { “ i t e m ” : “ A p p l e ” , r i c e ”“ p : 3 . 4 5 }* Fail

C√
′ ∪ Δ𝑎𝑎= ∇𝑎𝑎

Case 4: ∀ 𝑖𝑖, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(∇𝑖𝑖)=Fail, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(C√
′ ∪ Δ𝑖𝑖)= Fail, and 𝑛𝑛 ≥ |C× − C√

′ |

∇𝑎𝑎= { “ i t e m ” : “ A p p l e ” , r i c e ”“ p : 3 . 4 5 }* Fail
Fail

C√
′ ∪ Δ𝑏𝑏= ∇𝑏𝑏 Fail

Action: done { “ i t e m ” : “ A p p l e ” , r i c e ”“ p : 3 . 4 5 }



Lexical 𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚 is slow
• 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 runs 36 times in preceding example 
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Speeding 𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚 up
• Key insight: execute 𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚 on Parse tree of the input

18

{ “ i t e m ” : “ A p p l e ” , “ p r i c e ” 3 . 4 5 }

{ : , }“item” “Apple” Error



Maximizing Delta Debugging (Syntactic)
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• 𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚(∅, 2)

Δ1= { : Δ2= , }“item” “Apple” Error

∇1= C×-Δ1 Fail

∇2= C×-Δ2 Fail

C√
′ ∪ Δ1 = Δ1 Fail

C√
′ ∪ Δ2 = Δ2 Fail

Case 1: All Fail Action:𝑛𝑛 = min( C× ,2𝑛𝑛) = 4



Maximizing Delta Debugging (Syntactic)
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• 𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚(∅, 4)

Δ1= { Δ3= ,“item” Error

∇1= C×-Δ1= Fail

∇2= C×-Δ2 Fail

Δ2= : “Apple” Δ4= }

∇3= C×-Δ3= { “item” : “Apple” } Pass

Action: C√
′ =∇𝑖𝑖= ∇3, 𝑛𝑛 = 2

Case 2: ∃𝑗𝑗, ∀ 𝑖𝑖 < 𝑗𝑗, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 ∇𝑖𝑖 = Fail, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(C√
′ ∪ Δi) = Fail, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(∇𝑗𝑗) = Pass

C√
′ ∪ Δ1= Δ1 Fail

∇2= C×-Δ2= Fail C√
′ ∪ Δ2= Δ2 Fail

, Error: “Apple” }

{ “item” , Error }



Maximizing Delta Debugging (Syntactic)
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• 𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚(∇3, 2)

Δ31= ,

∇31= C×-Δ31= Fail

∇32= C×-Δ32=

Fail

Δ32= Error

C√
′ ∪ Δ31= ∇32

C√
′ ∪ Δ32= ∇31

{ : }“item” “Apple” Error

{ : }“item” “Apple” , Fail Fail

Case 4: ∀ 𝑖𝑖, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(∇𝑖𝑖)=Fail, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(C√
′ ∪ Δ𝑖𝑖)= Fail, and 𝑛𝑛 ≥ |C× − C√

′ |

Action: done { “item” : “Apple” }



Evaluation Workflow
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Effectiveness
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Data Recovery and Loss
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Data Recovery and Loss
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Efficiency
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Diagnostic Quality
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Thank you!
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Comments are welcome!
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